European Union

\
N
- e INTERNATIONAL COOPERATIVE FOR NEW PEDAGOGY,
7 \ TRAINING & CONSULTING

'@|

CERTIEXCATION /

-

The Training on:

ISO/IEC 27001 Lead
Implementer ©.

LONDON, UK
02 to 06 Sep. 2019



mailto:info@cinpaa.org

Q/IEC 27004 L eaddmplementai

— ;g( (NPA,

ISO/IEC 27001 Lead Implementer ©.
INTRODUCTION:

[SO 27001 lead implementer training from Sync Resource will enable you to develop all the
expertise to create, implement, maintain and manage a information security management
system (ISMS) based on [SO 27001 standard.

This training will also help you gain an in-depth understanding of the best practices of
information security controls from all areas of ISO 27002, this training is consistent with the
project management practices established in ISO 10006 (Quality Management Systems -
Guidelines for Quality Management in Projects).

This training is also fully compatible with ISO 27003 (Guidelines for the Implementation of an
ISMS), ISO 27004 (Measurement of Information Security) and ISO 27005 (Risk Management
in Information Security)

In short this training will allow you to improve the overall security, customer satisfaction and
effectiveness of a information security management system, for any organization..

THE GOALS
e To understand the implementation of

ISO 27001 for information

e security management

« To support and prepare an organization for an ISO 27001 certification audit

e To gain an in-depth understanding of the tools and techniques required for the
effective information security management in accordance with ISO 27001
standard

«To understand the relationship of ISO 27001 based information security
management system with other ISO standards

e To understand how ISO 27001 works hand in hand with ISO 9001 and other ISO
standards, to develop an integrated management system

e To develop skills and gain the knowledge to help you identifying the risks and
opportunities associated with an organization effectively, according to ISO 27001
standard

e To understand the correlation between the components of ISO 27001 based
information security management system and the compliance with the
requirements of stakeholders of an organization

«To acquire the necessary expertise to support an organization in creating,
implementing, managing and maintaining a information security management
system as specified in ISO 27001 & ISO 27002

e To acquire the necessary expertise to lead a team of ISO 27001 implementers

« To gain the knowledge and develop the skills required to advise an organization on
best practices for the management of information security
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e« To improve the capacity for analysis and decision making in the context of

information security management.

WHO SHOULD ENROLL IN THIS CERTIFICATE?

Project managers, or consultants responsible for the implementation and maintenance of a
information security management system, based on ISO 27001 standard principles, for an

organization.

e information security auditors who want to fully understand the implementation

process of ISO 27001 standard

e information security managers or information security team members responsible for
the information security or conformity in an organization
e Technical experts who want to prepare for a information security function or for a

ISMS project management function.

THE PROGRAMME CONTENT

Day 1: Introduction to ISO 27001 and
initiation of a information security
management system

e Introduction to the management
systems and the process approach

e Presentation of the ISO 27000
family standards and regulatory
framework

e Fundamental principles of
Information Security

e Preliminary analysis and
determining the level of maturity
based on ISO 21827

e Writing a business case and a
project plan for the implementation
of an ISMS

Day 2: Plan the implementation of the
information security management
system

e Defining the scope of an ISMS

e Drafting an ISMS and Information
Security policies

o Selection of the approach and
methodology for risk assessment

e Risk management: identification,
analysis and treatment of risk

Day 3: Deploying the information
security management system

e Implementation of a document
management framework

e Design of and implementation of
controls

e Information Security training,
awareness and communication
program

e Incident management (drawing on
guidance from ISO 27035)

e Operations management of an ISMS

Day 4: ISMS measurement, continuous
improvement and preparation for
certification audit

e Monitoring the ISMS controls

e Development of metrics,
performance indicators and
dashboards in accordance with ISO
27004

e [SO 27001 internal audit

e Management review of an ISMS

o Implementation of a continual
improvement program

e Preparing for an ISO 27001
certification audit

(based on ISO 27005)
e Drafting the statement of Day 5: Exam
applicability
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TRAINIG METHODS AND CERTIFICATES:

- The foundations of our programs are based on new pedagogy in the training, which
includes training in effective methods of linking the theory and practice directly according to the
and needs of each participant.

- Attendee accomplishing the training will get a certificate accredited from CINPAA
training centre which is an accredited European organisation registered and based in Spain and
Britain .

. . N S
@ TRAINING @ WORKSHOP @ CONFERENCE @ EVENTS w i
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Program Details

Program Title H ISO/IEC 27001 Lead Implementer ©. International travel:
Duration : 5 DAYS Participants should make their own travel
Program Date  : 02 to 06 Sep. 2019 arrangements fo and from the programme
— X LONDON. UK venue. We strongly advise all participants to
: make return reservations before leaving their
Language : English own country as it may be difficult to make
Program fee : 2300 Pound (2650 Euros) per person them after arrival at the event.
Insurance:
i . - 1. Tabletdevice. 6.  Airport pickup. ..
Inclusive of: ' v rportet .UP. We strongly recommend that participants
2. Program Handout. 7. SIM card with internet. .
make their own arrangements for fravel and
3. European attendance 8.  Snacks Coffee Break. . . .
- other insurance before leaving their own
Certificate . ntr
4. Filed viset. country.

5. Handout on Memory/CD.

Cancellation Policy:

If participant decide to cancel their courses,
repayments will be mad as follows:

- Up to six weeks before Full Amount.
- Up to four weeks before: 50%.

-  Up to two weeks before: No Refund.

Discount will be given to:
- Groups of 5 and above.
- Early bird registration before 2 months.

- For post-graduate students and members of
scienfific and medical organizations Please
contact us for details.

Method of Payment:

1007- down payment to secure your place of this course.

Please transfer the fund to CINPAA COOP. Bank Details

Name: CINPAA, Cooperativa Internacional de Nueva Pedagogia
Bank name: Santander

IBAN (International Bank Account Number): ES2400493817422514033555

BIC (Bank Identifier Code) / SWIFT code : BSCHESMM

Country & City: SPAIN , Madrid

Thank you for trusting us.

"CINPAA” INTERNATIONAL COOPERATIVE FOR NEW PEDAGOGY, TRAINING & CONSULTING

Europe office Address: Calle Echegaray
N6, 28014 , Madrid, Spain

UK office: 12th floor, Marble Arch Tower, f‘
L~ ~ 55 Bryanston Street, London, UK

50, Europe' office : +34-63-586-76-86
. UK office : +34-63-586-76-86
& Lgy Spain office : +34-63-586-76-86
Scandinavia office : +46-70-019-0877
Malaysia office  :+60-10-509-9484
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REGISTRATION FORM

PROGRAM / WORKSHOP / COURSE / CONFERENCE

Program

The venue

Date of conduct
Number of days

Participant's name EN
Organization Name
Job Title

Qualification

Date of Birth/Age
Address / City / State
Phone personal

Work Tel.

Email

Method of payment

If the answer is yes, please provide us with: copy of the passport and the following data:

Name as in the passport
Passport Number
Issue Date

Expiration date

Notes and additions :

DAT: / /

Signature:
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5 DAYS

Do you need help in issuing visas to Europe ?
No / yes
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